There are as many unique and disparate manifestations of border systems as there are borders to protect. Border Security is a highly complex system analysis problem with global, regional, national, sector, and border element dimensions for land, water, and air domains. The complexity increases with the multiple, and sometimes conflicting, missions for regulating the flow of people and goods across borders, while securing them for national security. These systems include frontier border surveillance, immigration management and customs functions that must operate in a variety of weather, terrain, operational conditions, cultural constraints, and geopolitical contexts. As part of a Laboratory Directed Research and Development Project 08-684 (Year 1), the team developed a reference framework to decompose this complex system into international/regional, national, and border elements levels covering customs, immigration, and border policing functions. This generalized architecture is relevant to both domestic and international borders. As part of year two of this project (09-1204), the team determined relevant relative measures to better understand border management performance. This paper describes those relative metrics and how they can be used to improve border management systems.
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Metrics for Border Management Systems

INTRODUCTION
There are as many unique and disparate manifestations of border systems as there are borders to protect. Border Security is a highly complex system analysis problem with global, regional, national, sector, and border element dimensions for land, water, and air domains. The complexity increases with the multiple, and sometimes conflicting, missions for regulating the flow of people and goods across borders, while securing them for national security. These systems include frontier border surveillance, immigration management, and customs functions that must operate in a variety of weather, terrain, operational conditions, cultural constraints, and geopolitical contexts. As part of the Laboratory Directed Research and Development (LDRD) Project 08-684 (Year 1), the team examined the applicability of the existing physical security Design and Evaluation Process Outline (DEPO) and found that the fixed facility model does not fit well for borders. It is now understood that borders are not easily controlled nor secured at the desired level and therefore, the risks, in general, must be managed. The LDRD team developed a universal border management systems reference architecture that facilitates and guides development of border management and is scalable and customizable for the various domains and specific elements. This generalized architecture is relevant to both domestic and international borders. A systems analysis methodology to identify potential border management system enhancements was also developed.
The research for this project has led to a better understanding of the critical role and application of relevant relative metrics to assess performance of these systems. Based on the border management systems architecture, a set of measures that cut across the multiple domains of land, water, and air and cut across the operational levels of global, regional, national, and border element applications were determined. This approach enabled coverage of the entire problem space and to form the basis for relative comparisons between pre-and post-enhancement. This approach also allows the analyst to compare performance among the many unique and disparate manifestations of border systems.
DEFINITIONS
Because border management systems are complex systems occurring in a variety of operational environments, the following are defined for use in this report:
Metric -a characterization attribute used as a basis for comparison to provide meaningful information.
Measure -a standard by which to gauge performance of a metric.
Goal -a desired end state.
BORDER DEFINITION METRICS
At the highest level, a border is defined as the boundary that is used to identify the sovereign territory of a country. The measure or attribute of concern at this level is the stability of the border. The metrics of whether the border is defined and how well is it demarcated are used. For purposes of analysis, border stability is evaluated according to the following attributes:
Attribute
Goal The degree to which the border is fully defined Fully defined by geo-coordinates or fixed landmarks
The length of border in dispute No disputed borders
Whether the border definition and any disputes are registered with the United Nations
Registration with the United Nations
The extent to which the border is demarcated
Fully demarcated border
The analyst should then examine how the border is divided into operational sectors. This includes the official ports of entry (POE) at the three domains of land, water, and air (includes known unofficial ports of entry). The environmental conditions specific to the border sector should be described. This establishes a reference foundation for the analyst. The metrics associated with border sectors primarily focus on surveillance coverage and the illicit movement across borders.
One goal for the border management system is to achieve full surveillance coverage of the border or, at least improve coverage. The measure is based on the length of border under surveillance and then based on quality of the surveillance.
It is also important to understand the traffic currently crossing the border and to examine how that traffic changes as improvements are made to border security. The measures that can be used to determine traffic metrics include: Types and volume of traffic crossing borders at POE and crossing frontier borders. In general, the traffic crossing at official POE is considered to be legal traffic and that crossing frontier borders, is illicit traffic. While smuggling attempts typically occur at POE, there is usually significant smuggling through the frontier borders as well. Smuggling metrics are based on the types of smuggling techniques being used; the ability of the system to functionally detect those techniques; the number of smuggling events; quantity of material confiscated; and number of persons arrested or deported. It should be noted that it is impossible to know what has been successfully smuggled if the border system has never detected it. Understanding the techniques and vectors smugglers use at POE and frontier borders allow for border security upgrades to be measured through the changes in smuggling techniques (requiring more effort and sophistication on the part of the smuggler) or by increases in the volume of traffic interdicted. An assessment can be made about the interdiction success of the border management system if the number of arrests or detainments leading to prosecution increases, the percentage of captured illegal immigrant deportations increases, and the number of repeat offenders decreases.
GLOBAL/REGIONAL LEVEL METRICS
The three aspects of global and regional border security are: transparency, cooperation, and communications. The metrics used in transparency relate to how well the county publishes it border policies and are based on the following attributes: Internationally available to all who request and shared with neighbors through information exchanges
The metrics for assessing cooperation are based on participation (defined as a signatory or member state and associated report submissions) in the listed international agreements or conventions associated with border security. The goal should be to be an active participant in each of the agreements listed in Appendix A. A country's participation in a nuclear weapon-free zone can also be considered. A good reference site for identifying participation is also listed in Appendix A. 
NATIONAL LEVEL METRICS
National level metrics are based on the information collected about the border definition, the analysis of border management systems focuses on national level factors such as: border management policies, organizational structure, and resources. The goal of these metrics should be to attain the right balance of organizational structure to ensure policy is promulgated efficiently; chain of command is exercised effectively; and resources are adequate to meet the operational demands of the border elements.
Policies
Border management policies take the form of doctrine, regulations, and laws. The metrics used in this case are based on the existence of documented doctrine that covers the three functional elements of border management: Customs, Immigration, and Border Policing and whether that doctrine is consistently supported by existing regulations and laws. In the United States, Border Management functions are primarily covered by Title 8 of the Code of Federal Regulations (8 CFR). However, aspects of border management are also covered by Title 19 and Title 9. The key measures are laws and regulations granting border management personnel the authority to perform their jobs, defining jurisdictions, and covering: 
Legal process requirements
No judgment is made on the quality of the laws and regulations, but whether they exist, are not contradictory, and do not result in any jurisdictional or functional gaps. Therefore, the goals of a unified conduct of operations and a unified code of procedures supported by unified curriculum for training are desired. Conditions under normal operations, abnormal operations (acts of nature such as earthquakes or human error or accidents), and malevolent operations (war, terrorism) should all be covered as well as a clear indication of how border functions carry through to law enforcement and prosecution within the legal system. Some of the legal authorities that border forces should include in a legal system are: 
Organizational Structure
For organizational structure, the metrics are based on the complexity of the management structure and the extent of interagency cooperation. The key measure for this is, determining the level for which a single authority is responsible for border management. The goal for this metric is to have a centralized authority that addresses border management functions in a cohesive and comprehensive fashion. This entity may be a single organization such as the Department for Homeland Security in the United States or may be a council of ministries that are involved with various aspects of border management such as Foreign Affairs, Trade and Tourism, Intelligence and Security, etc. The structure of the chain of command is another metric that can be used with the goal of pushing decision-making to the lowest level to facilitate response to events. Another key measure is having a process for promulgation of change to policies or procedures throughout affected organizations. Communication processes can be improved using standard process improvement methodologies that seek to simplify processes and remove obstacles.
Resources
Financial, technical, and human resources should be analyzed at a national level. The metrics for financial resources are based on the ability of a country to adequately fund border management and where border management fits within budget priorities. Often, the funding for border management is directly impacted by its position within the organizations responsible for the various functions and the priorities within that agency. If border elements lack basic resources for personnel to complete their jobs or there is insufficient funding to pay for border forces, the effectiveness of the border management system may be compromised. Measures for assessing financial resources can be the:  Portion of national budget allocated to border management,  Division in funding between labor, training, equipment, and supplies  Adequacy of funding to cover border functions. Metrics for technical resources are based on how well equipment and technologies are supported. The measures for this include the existence of a nationally-based system for logistics supply and training on technologies and equipment and its ability to adequately support border element operations. Another measure that can be used is the Corruption Perception Index 1 published by Transparency International or the prevalence of bribes in border operations.
At a national level, the metrics for human resources are based on costs, whether there is sufficient manpower to cover 24/7 operations at the border for full border coverage, and to manage attrition. Cost measures include the cost of overtime, percentage deviation from allocated budget (overspent or underspent), and training costs. The number of qualified applicants that meet minimum skills, abilities, and knowledge requirements can provide a measure for the available resource pool capacities and the turnover rates can be an indicator for the experience base of the personnel pool. Hours of overtime can be a measure of human resource deficiencies. Additional human resource measures include the existence of a: A training program plays a huge role in human resource programs. Measures for training programs are based on whether training programs exist, how often personnel are trained and to what level, and the existence of certification programs. Training is also assessed at the border element level to address training needs specific to each border element instantiation.
BORDER ELEMENT METRICS
At the border element level, border management systems deal with ports of entry and frontier border operations. There are personnel components, physical components, and information components. There are many opportunities for improvement that are found through characterization exercises described in the analysis framework report.
2 Since it is the mission of the border element to facilitate legal traffic while interdicting illegal traffic, the first set of metrics relate to the ability of official ports of entry to manage the volume and types of traffic typically seen at that site, as shown in Table 1 . Functional metrics are based on the ability of a port of entry or frontier border site to accomplish the functions shown in Figure 1 . The existence measures can be characterized using a quality function distribution (QFD) chart such as the one illustrated in Appendix A for a frontier border. The QFD for frontier borders is based on the requirements for detection of illegal frontier borders across the three domains using various transportation modes: Ground -aerial, vehicular, footpath (human or animal)
Rivers -underwater, ferry, motorboat, canoe/kayak Coastal -ship, motorboat, canoe/kayak, underwater Note: the equipment listed in a QFD for detection and inspection should be specific to the illicit traffic of concern at the port of entry and through frontier borders. There are also other, more specific metrics that can be used to determine whether changes to the personnel, physical, and/or information systems have a positive or negative impact.
Personnel
While the metrics applied at the national level for human resources can also apply at the border element level, the metrics listed in Table 2 should be examined at the local or border element level. Metrics such as turnover rate, absences, access control and credentials, disciplinary action and training should all be examined for each port of entry or frontier border site to asses the impacts of changes to the site level border management system. 
Physical Components
There are many facets to the physical components found in border elements. While there are components unique to ports of entry or frontier borders, there are many components that exist in both contexts. The metrics that are relevant depend on what is present at the site. The metrics listed in Table 3 apply to either ports of entry or frontier border sites. 
CONCLUSIONS
Measures of effectiveness may allow for some basis of comparison for old and new methods or procedures as well as technological enhancements to determine the success or failure of changes to a border management system. Using these relative metrics versus absolute metrics allows the analyst to narrow the measurable data collected to answer specific performance questions. Sector ratings can then be used for national strategic planning of resources. To the extent countries are willing to share, the measures can be used to demonstrate the effectiveness of best practices, designs, and equipment/technology while taking into account the unique context in which every system operates.
Collecting data that measures effectiveness requires a dedicated effort to collect and maintain records. In many areas of the world, border management resources are already severely strained. However, for some of these metrics, information may have already been collected and will just need to be analyzed. Lack of these types of measures can limit the ability of a border management system to justify its costs and support its strategic planning, and make it difficult to defend its human, equipment, and technical resource demands. For Border Management at Frontier Borders Figure A-1 shows how this might look in a QFD chart with some assessment data. Note that this QFD chart also includes assessment of the difficulty the border management system may have in supporting a particular design element. Additionally, weighting of the design elements can be based on the amount of cross-border traffic types. 
